CloudNativeCon

Europe 2025

KubeCon




15 Grafana | abs
6 o

KubeCon CloudNativeCon
Europe 2025

C.A.L.L.I.LN.G. now
I'm calling you,
calling you now

terra tauril
Staff Software Engineer - Grafana Labs
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Staff Software Engineer - Grafana Labs




jeaayayeuliiearn About

eBPF

Breaking Kubernetes API ﬂeBPF
How Beyla enriches kernel data
Scaling eBPF enrichment
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S EIEIOVENVIEW

* Enables safe and efficient extension of the kernel
* For performance, We use hooks into tc

* Allows us to snoop on network traffic!
e - ... but how useful is raw kernel data?




NEINDAtais Raw

 Each Node has a kernel

» Kernel data gives |P addresses
* |n Kubernetes, we care about Pods
 How can we enrich our kernel data?

15 Grafana L abs



 DaemonSet = 1 pod per kernel
* We have this very tempting API
* |t knows everything about the cluster

Perfect!
What could
go wrong?

NNV

¢ &/
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@UrFirsiHattiempt

e Each Beyla instance in the .
DaemonSet gathers Pod metadata &

e This worked great at first... O

‘l\
Q
\ Informers /

Pod Service Pod Pod
Info Info Info Info
Q O Kube API C

Kube decorator

metric{ metric{

src_ip, src_ip map[IP]kubeMeta

™

Grafana

Beyla

metric{
k8s_src_*

metric{
k8s_src_*
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e \We deployed to a large cluster

API Server regs /s

2.50M req/s == Value
- N N T, W
2M req/s /} W\‘ - 2XX
1.50M req/s 'J“ \L P - 3xX
1M req/s / X
\ - 4xX
500K req/s /
0 req/s ‘ ‘ = Sxx
13:50 13:55 14:00 14:05

API Serverreqs /s

12K req/s == Value
10K req/s - 3xXX
8K reqg/s
6K req/s = 4xx
4K req/s - 5xx
2K req/s
0 req/s
13:50 13:55 14:00 14:05

API Server AVG Duration

== avg
6 ms

4 ms

2ms

Os

13:50 13:55 14:00 14:05
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erSialsereported it s

‘ dimunech on May 31, 2024

To expand on this - Kubernetes metadata decorator adds
considerable load to Kubernetes API servers. Here's a graph of
L|m|t impact ( master nodes memory usage before and after disabling the

- decorator (yellow annotation on the graph).
® Closed

— O grafana / bey
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PIVOSHNG BIg Clusters

Kube API handling ~O(N?) subscriptions

KubeCon CloudNativeCon
Europe 2025

Kube API
i | ‘ ‘ | I ) A | |
subscribe 1 1| I subscribe subscribe | I 1 subscribe subscribe! 1 | subscribe
{pods} ! ! | {pods, nodes, sves}  {pods, nodes, svcs} : : {pods} {pods, nodes, svcs} | : {pods}

—1 i i i i 1

vy | | + i *
Kubelet Kubelet Kubelet

1 subscribe 1subscribe 1subscribe

{pods' nodes, services}
M‘R Grcfana
Beyla

Node 1

{pods, 'nodes, services}
m Grqfana
Beyla

Node 2

{pods, 'nodes, services}

m Grafcna
Beyla

Node 2
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Howican\We Fix This?

* Replace subscription model by individual requests

 Kubelet API
* Clustered
 Centralized Cache
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REPlAcCINgIsubscription model by “get” =

eCo ve

CloudNativeCon

e \Won't work
o Need to query information by IP address

e Stampede of requests during deployments
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* The kubelet has an undocumented API

* |t runs on every node and maintains its own state

* No access to global objects (e.g. services or Pods
from other nodes)
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teredieache

* Using a gossip protocol to share metadata
* Triggered when nodes learn about a new pod <-> IP

mappings
* Adds network traffic overnead, complexity
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Grafana

Beyla

Grafana

'Beyla

K8s
Cache
Service

Deployment
replicas: 2

Cache
instance
Pod

Cache
instance
Pod

- Chosen approach, for simplicity and flexibility

Kube
API
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ializedicache

T Beyia

/I_ocal cache:

IP—

-

~

name
namespace
kind

owner
labels
annotations

Container ID / /
Qualified Name

PID — container info

/

gRPC
stream/
minimal
protobuf

KubeCon CloudNativeCon
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K8s
Cache
Service

Cache instance
Pod

Minimal Snapshot of
Kube
Services/Pods/Nodes

name
namespace
kind

owner
labels
annotations

Kube
API
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iialiZEd Cache IS storageless

m Grafana
Beyla
/ \ Cache instance
Local cache: Pod

IP — | hame Crashed

namespace
kind

owner HTTP /

labels K8s
annotations Cache JSON
Kube

Container ID / / Service Cache instance --Y API

Pod -

Qualified Name

Starting

PID — container info £3

- /
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IESwWithra centralized cache b S

e Another component to manage

o Avoid using external dependencies (DBs, MQs...)
e Resource utilization

o Especially during startup

o Use binary encodings

o Remove unneeded fields

Pod CPU

Predict CPU Usage Pod Memory Predict memory usage
344 MiB
1.25 cores
340 MiB
1cores
336 MiB
0.75 cores
0.5 cores 332 MiB
0.25 cores 328 MiB
0 cores
16:25 16:30 16:35 16:40 16:45 16:50 16:55 17:00 17:05 17:10 1715 17:20 16:25 16:30 16:35 16:40 16:45 16:50 16:55 17:00 17:05 17:10 17:15 17:20
Name Min Mean Max Name Min Mean Max
== Sum of container CPU limits 2 cores 2 cores 2 cores == Sum of container memory limits 2GiB 2GiB 2GiB
ese Sum of container CPU allocation 0.100 cores  0.474 cores 1.19 cores ss¢ Sum of container memory allocation 500 MiB 500 MiB 500 MiB
== Sum of container CPU requests 0.100 cores 0.1000 cores 0.100 cores == Sum of container memory requests 500 MiB 500 MiB 500 MiB
== Sum of container CPU usage 0.0891cores  0.473 cores 1.19 cores == Sum of container memory usage

326 MiB 336 MiB 342 MiB
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Data source

eresource utilization s B

Europe 2025

During cache deployment, instances are memory-hungry

Service Profile type

| v

beyla/beyla-cache

Symbol
£ Q k8s.io/apimachinery/pkg/runtime.(*RawExtension).UnmarshalJSON
£ Q reflect.copyVal
£ Q reflect.unsafe_NewArray
£ Q github.com/google/go-cmp/cmp.(*state).compareMap
£ Q sigs.k8s.io/json/internal/golang/encoding/json.(*decodeState).liter...
£ Q reflect.Value.MapKeys
£ Q google.golang.org/protobuf/testing/protocmp.(*transformer).transf...
£ Q github.com/google/go-cmp/cmp.(*state).comparelnterface
£ Q google.golang.org/protobuf/testing/protocmp.(*transformer).transf...
£ Q compress/flate.NewWriter
Sunfor containet CrU aflocation U.1uU cores
Sum of container CPU requests 0.100 cores

Sum of container CPU usage 0.0214 cores

v memory/alloc_space v m=

Self v
3.25GiB

2.68 GiB

211 GiB

211 GiB

1.67 GiB

1.54 GiB

1.39 GiB

1.33 GiB

1.01 GiB

1.00 GiB

V.163°cores
0.100 cores
0.132 cores

7 Filters

beyla-k8s-cache-d7ff998fc-6p9j4

Filter by label values... v

Total

3.25GiB
2.68 GiB
211GiB
22.5 GiB
3.07 GiB
2.49 GiB
7.64 GiB
16.0 GiB
9.06 GiB
1.61GiB

0.430TTres"
0.100 cores
0.430 cores

311 GiB | 33.3 Bil samples (RAM)

‘total (31.1 GiB)

github. git k8s.io/apimachinery/pkg/util/wait. (*Group).Sta ."

reflect goc kss.1o/c11ent—go/tools/cache.(*processorLlsten_ ’n'e't;’h‘t:".“"“

rgfj._é_c,t goc k8s.io/apimachinery/pkg/util/wait.Until (13.@ k8s.io/apimachinery/pkg/rur k8s.io/apimz net/ht ﬂ
google k8s.io/apimachinery/pkg/util/wait.JitterUntil k8s.io/apimachinery/pkg/rur k8s.io/apim: net/ht
google k8s.io/apimachinery/pkg/util/wait.BackoffUntil k8s.io/apimachinery/pkg/rur k8s.io/apim *; m
@ k8s.io/apimachinery/pkg/util/wait.BackoffUntil k8s.io/apimachinery/pkg/rt sigs.k8s.io ;@
google k8s.io/client-go/tools/cache. (xprocessorListen sigs.k8s.io/json.Unmarshal sigs.k8s.io E 1

goo k8s.io/client-go/tools/cache.ResourceEventHanc sigs.k8s.io/json/internal; sigs.k8s.io “g

goo github.com/grafana/beyla/pkg/kubecache/meta. (# sigs.k8s.io/json/internal, sigs.k8s.io ﬂ

@ github.com/google/go-cmp/cmp.Equal (12.9 GiB) sigs.k8s.io/json/internal, sigs.k8s.io 5

github.com/google/go-cmp/cmp. (xstate).compare sigs.k8s.io/json/internal, sigs.k8s.io

github.com/google/go-cmp/cmp. (xstate).tryOpti sigs.k8s.io/json/internal, sigs.k8s.io

github.com/google/go-cmp/cmp. (¥transformer).a sigs.k8s.io/json/internal, k8s.io/apim
es SUM OT ggﬁ{nglbr‘ép%g&og}fé?%&caﬂpécmp EEISNENNRS  sigs.kBs.lo/json/internal i sos s 1.2y wis
== Sum of container memory requests 500 MiB 500 MiB 500 MiB
== Sum of container memory usage 315 MiB 650 MiB  1.29 GiB
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 The Kubernetes APl can handle a lot, but it has limits
* Qur solution was to use a centralized cache
 DaemonSet performance matters a lot
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Thank you for your
attention!

¢ Questions?

terra tauril
Staff Software Engineer - Grafana Labs

Mario Macias
Staff Software Engineer - Grafana Labs




