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Chds a glance: opservability

* No need to rebuild your code

* No need to redeploy your services
* Native performance (eBPF JIT)

« Safety (eBPF preverification)

 eBPF !'="magic”
* Requires API-level knowledge of instrumented targets
* Requires binary-level knowledge of data
 eBPF programs are limited in size and functionalities

Grafana
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Grafana Grafana’s approach to zero-code
m automatic instrumentation and network

Bequ monitoring

Metrics:

e beyla network flow bytes (L3-L4)

e beyla network inter zone bytes (L3-L4)

e Application-level metrics (L5-L7, OTEL spec)
o HTTP/s, gRPC, Kafka, Redis, SQL...

Traces.:
e |5-L7 application-level traces (OTEL)

Grafana
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IGWAGNASIIUMeEnt your network

L7: Application Uprobes (exec)

L6: Presentation Uprobes (libs)

L5: Session

Protocols (HTTP/Protobuf...)
Payloads

Method calls

Return codes

SQL sentences

etc...

Kprobes

L4: Transport

Traffic Control /
L3: Network eXpress DataPath

Grafana

Beyla

- Hostnames
- Connection status

Ifaces, ...
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C, Rust, Python...

L7: Application Uprobes (exec)

L6: Presentation Uprobes (libs)

L5: Session

L4: Transport

Traffic Control /
L3: Network eXpress DataPath

L7: Application

L6: Presentation

L5: Session

L4: Transport

L3: Network

Uprobes (exec)

Traffic Control /
eXpress DataPath

A eBPF

@ Grafana Labs
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Welhave allthe puzzle pieces... 2 2.
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eCo

GIPIECES O network metrics -

Packet events captured by Traffic Control

Time SrclP Src Port  DstIP Dst Port ...other... Payload Length
100 |10.0.0.4 54200 10.0.0.23 80 123

101 10.0.0.4 54201 10.0.0.36 3361 234

102  [10.0.0.33 80 162.168.1.12 50342 322

103 |10.0.0.4 54200 10.0.0.23 80 1234

102 [10.0.0.33 80 162.168.1.12 50342 101

103

beyla network flow bytes{
src_ip="10.0.0.4", src_port="54200",
dst ip="10.0.0.23", dst_port="80"

} 1357

Grafana
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Time  Source Event
... previous stuff ...
12 Socket (kernel) Connection start (ports 53672—443)
13 Socket (kernel) Connection start (ports 56380—38080)
15 Socket library Response Body: “HTTP/1.1 200 OK\n ...."
17 TLS library Request Body: “GET / HTTP/1.1\nHost: ...”
17 HTTP library Request Body: “POST /users/1234/product HTTP/1.1\nHost: ...”
22 Socket library Content: “(binary stuff) SELECT * FROM Users WHERE....”
23 Golang HTTP Request Body: “GET / HTTP/1.1\nHost: ...”
uprobes
... more stuff ...

Grafana

Beyla
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The easy way: classic web servers

Time Threa | Parent Source Payload
dID Thread
100 1 connect src/dst address/port, etc...
110 123 1 sock send | GET /users HTTP/1.1
Host: kube-service.ns
User-Agent: ...
115 accept src/dst address/port, socket fd...
130 321 888 sock_recv (binary stuff...)
143 123 1 sock_recv HTTP/1.1 200
content-type: text/html; etc...
147 123 1 sock_recv (more stuff...)
116 321 888 sock_send | (stuff...)
118 123 1 sock_close

M Beyia

Client-Side request
HTTP protocol

GET /users

Request payload size
Status 200 OK
Response payload time
Total transaction time

15 Grafana L abs
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Playing in hell mode: modern async servers

Event Queue Thread
Event polling
Request/event | Filesystem
- ) -
\4
Request/event | ----- >» | B U e >» Database
Event
loop | _
Request/event X NS Input devices
A 1
_________________________________ ,(-‘-------------------------------

Event processing
Image source:

mef“"" https://tech.utugit.fi/soft/tools/lectures/dtek2054/2022/events/eventloop/

Beyla
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https://tech.utugit.fi/soft/tools/lectures/dtek2054/2022/events/eventloop/

MG Zioining pieces

Playing in hell mode: modern asi c servers

100K ON QM er -dependant functions

e Neec
o (Go sts

\V/ E=¥
Library/framework update

L
Your instrumentation might get broken

O

m Vlaintain ;
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BRI network=level metrics

e ¢ Robust: Based on stable APIs and standard binary
representations (TCP, UDP, IP... packets)

e ) Basic information

o Src/Dst endpoints
o Packet count
o Bytes sum

Grafana
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582 application-level metrics / traces 2 8.

e 2025 —

e ¢ Rich information

o HTTP/GRPC: methods, response codes, request times...
o Other protocols: Kafka, Redis, SQL...

o Need to implement explicit support to any new
implementation of a protocol

e % Relies on internal implementation details that can
change with time

Grafana



context propagation

Trace HTTP
chraine: GET 3005 S) Give feedback | © Trace ID || @ Export | e Traceparent header
2025-03-26 14:58:04.185 |GET| [200
> Span Filters © 4 spans () Prev  Next gRPC
Ous 7.51ms 15.02ms 22.54ms 30.05ms o Metadata header
‘ | I ‘ Instrumentation SDKs
Service... v > ¥ » Ops 7.51ms 15.02ms 22.30r@5ms need tO eXpIICItIy read
v chrome GET (30.05ms) @e_ ) |t from Inbound
v f d GET /api/cart |.o- O 0.08ms . . .
IR e o A e i requests and inject it
v GET (19.35ms) @e —————EEEEE 10.35ms ]
frontend GET /api/cart @e = 13.48ms N OUtbound
mcéefyk] 15 Grafana Labs
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PREXtpropagation
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tcp

BPF_PROG_TYPE_SK_MSG

GET / HTTP 1.1

HTTP attributes

HTTP payload
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1
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Traceparent:
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eth ipv4 . tcp payload
* 5fe865607dal12abd799ea8108c38bcd |- 4c59e9“c480a3 4*]
1\ J \ J

bpf_skb_adjust_room

o

eth ipv4 tcp payload

Vendor TracelD SpaniD Flags
Info \
Egress A

0x12345678 0x9abcdeff

Option ID Length Traceparent Padding —— ——
(StreamID) TCP len TCP ack
Ingress
g 00 H 5fe865607da112abd799ea8108c38bcd - 123456789abcdeff [ 01
\ v J \ v Y,
Vendor TracelD SpanlD Flags
Info

meBefqu 15 Grafana L.abs
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WHEREBEE SEES

beyla network flow bytes{
src_address="10.0.0.4",
src_port="54200",
dst address="10.0.0.23",
dst port="80"

} 1357

http_server_request_duration_sum {
service_name="java’,
url_route="/users/{id}/products”,

} 84578547

Grafana
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WHEBKESIUSErs need

M Beyia

beyla network flow bytes{
K8s_src_owner="frontend”,
K8Ss_src_namespace="app’
K8s_dst owner="database”
K8s_src_namespace="storage”
} 1357

http _server _request_duration_sum {
service_name="inventory”,
service_namespace="backend”
url_route="/users/{id}/products”,

} 84578547

15 Grafana L.abs



INIGHMENSHeNE rescue - =0

Europe 2025

Subscribe:
Kubelet - - Pods
[ > , - Services
\ \C Nodes
\ |
Get updateS'\ N
. Create S | Kube APl Maintains
GoClient | =~ S =T T = === — —p IP — Resource
- Update \\ in-memory map
- Delete N
\
\
\
N
N
~

~ ~ Process ID — Resource
in-memory map

Grafana
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What eBPF sees What K8s sees

Process Pod
3 pid o .::il(r;nceﬂ (2] uid
command
containerlD o name
A namespace
IPs:[...]
containers:
-  hame
- image
User-space process FS econtainer_ID
/proc/<pid>
/proc/<pid>/ns/pid
/proc/<pid>/cgroup
Grafana
IIHBBeylol 15 Grafana Labs



Traffic between Cloud Availability-Zones might incur in high

extra costs

Pod Node
(2] uid o 2] name
name IPs:[...]
namespace labels:
IPS:[_"'] - topology.kubernetes.io/zone
containers:
- hame
- image beyla network flow bytes {
- container_ID src_zone="...", dst_zone=".."
nodeName ¢ }
beyla network inter_zone bytes{
src_zone="...", dst_zone=".."

Grafana
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S ping -c¢c 1 golang.org
PING golang.org (142.250.185.17): 56 data bytes

S nslookup 142.250.185.17

17.185.250.142.in-addr.arpa name = mad41s11-in-f17.1e100.net.

I Dstport: 53 |- — _ _ _
.=~ Name: golang.org —=A
Instrumented e . DNS server
App .
< '| scport:53 | ! 5 network_flow_bytes{
______ I ] Name: golang.org 1l _ == - -
i Data: 142.250.185.17 | e
| | dst_address="142.250.185.17",
| aeBpF o mim »dst_name="golang.org”,
SRR } 1357
Grafana

BGYIQ ﬁ Grqfqnq | abe



6

KubeCon CloudNativeCon
Europe 2025

shown if Kubernetes metadata is beyla.network.flow.bytes hidden

Application (all) enabled

beyla.network.flow.bytes irection hidden

attributes:
select:
beyla_network_flow_bytes:
include:

k8s.src.owner.*
k8s.dst.owner.x*
src.zone
dst.zone

sql_client_duration:

n*n]
"db_statement"]

include:

[
[

exclude:
http *:

exclude: ["k8s.pod.*"

Application (all) k8s.replicaset.name
enabled i .
beyla.network. flow.bytes ress hidden Traces (SQL, Redis) db.query. text hidden

. i shown if Kubernetes metadata >
" Annlication (all) ke ctatafil cat nama

'Beyla 15 Grafanal |
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Beyla

«® Asserts

Entity explorer

Show all Services

Graph

32 results

List Bubble

Sortby = i= Assertions v default

from Show all Services
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notel-demo-frontendproxy

@ otel-demo
default

notel-demo-loadgenerator

@ otel-demo
default

notel-demo-cartservice

@ otel-demo
default

notel-demo-frontend

@ otel-demo
default

grafana-k8s-monitoring-prometheus-nod...

@ otel-demo
default

redis-server

@ otel-demo
opentelemetry-demo

bash

® otel-demo
opentelemetry-demo

beyla

@ otel-demo

- SN

KubeCon CloudNativeCon
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® Last’

namespace all x W

env all x v site all x v

X v

Service @ Service (2)

® otel-demo ® otel-demo ® otel-d ® otel-d
opentelemetry-demo gmp-system

Service ®

Service ®

Service ®

S/min
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‘
&
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(&)
9
\//5'/

. K2
Service @

Service ®

Service e
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L7: Application Q\
&é°
: ¢
L6: Presentation OpenTelemetry
Grafana ' '
go-instrumentation

BGYIG < L5: Session (fork)

NetObserv.io
(successful
PoC)

L4: Transport
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= O open-telemetry / community Q) + -

<> Code (°) Issues 97 f9 Pullrequests 2  (») Actions [ Projects 4 @ Security

[Donation Proposal]: Beyla, eBPF auto-
instrumentation tool for metrics and traces #2406

“ grcevski opened on Oct 23, 2024 - edited by grcevski Edits v +-+  Assignees

No one assigned

Description

Labels

Grafana Labs would like to offer the donation of Beyla to the OpenTelemetry
project.

Beyla is a mature eBPF-based auto-instrumentation tool for OpenTelemetry

Grafana
MBBequ 15 Grafana Labs



15 Grafana | abs
6 o

KubeCon CloudNativeCon
Europe 2025

Using eBPF for
non-invasive, instant
network monitoring

Marc Tuduri
Staff Software Engineer - Grafana Labs

Mario Macias
Staff Software Engineer - Grafana Labs




