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Whatʼs this talk about?

● Introduction to Application Observability
● Introduction to eBPF
● Walkthrough from the internals of the Linux Kernel to the 

surface of the Kubernetes API

Just for “funˮ



Auto-instrumentation 
with eBPF



Context: agent-based instrumentation

Collector

Metrics / traces

Runtime JVM, 
.NET…)

Agent

Your 
application



Agent-based/manual instrumentation: what if…?

● … my runtime is too old?

● … too much instrumentation overhead?

● … my application is a compiled binary?

● … I donʼt want to mess my up code?

● … I just want instant visibility?



Beyla native eBPF auto-instrumentation

Grafana Cloud

Prometheus
Linux OS

Your
Application

Runtime & libs Grafana 
BeylaeB

PF
OTEL Collector

Metrics & traces



E… B… P… what?



eBPF

● Extended Berkeley Packet Filter
○ Virtual Machine built into the Linux Kernel
○ Event-driven programming: “hookˮ programs into kernel 

functions and user space programs.
● It requires how the memory is laid out (low-level)

○ Function call arguments
○ Local variables and return values



Example: track a new client TCP connection

int sys_connect(int fd, struct sockaddr *uservaddr…);

Linux Kernel User space

Your applicationsys_connect

A “probe” 
program

(C/Rust*)

Monitor program
(C, C++, Go, Rust, 

Python, etc…)

BPF 
binary

compile

https://elixir.bootlin.com/linux/latest/C/ident/sock
https://elixir.bootlin.com/linux/latest/C/ident/tcp_connect


Example: track a new client TCP connection

int sys_connect(int fd, struct sockaddr *uservaddr…);

Linux Kernel User space

Your applicationsys_connect

BPF
probe

Monitor 
program

load

eBPF
maps

data

https://elixir.bootlin.com/linux/latest/C/ident/sock
https://elixir.bootlin.com/linux/latest/C/ident/tcp_connect


Observed behavior

DaemonSet

Deployment
ReplicaSetYour

Application Grafana 
BeylaeB

PF

GET /users

http_request_du
ration{path=”/u

sers”, method=”
GET”} 200ms



How to instrument your network stack

L3: Network

L4: Transport

L5: Session

L6: Presentation

L7: Application

Traffic Control / 
eXpress 
DataPath

Uprobes (libs)

Uprobes (exec)

Kprobes
Src → Dst

- IPs
- Ports
- Packets
- Bytes
- Eth addresses / 

Ifaces, ...

- IPs
- Hostnames
- Connection status
- …

- Protocols (HTTP/Protobuf…)
- Payloads

- Method calls
- Return codes
- SQL sentences
- etc…



eBPF Pros and Cons

● Pros
○ Fast, JIT compiled probe programs.
○ Safe, all programs are verified at load time by the Kernel.
○ Theoretically, visibility of all your system

● Cons
○ Hard to debug and write.
○ Dependent of the implementation details of the instrumented 

object.
○ Requires elevated permissions/capabilities.



● ✌ Robust: Based on stable APIs and standard binary 
representations TCP, UDP, IP… packets)

● 󰜅 Basic information
○ Src/Dst endpoints
○ Packet count
○ Bytes sum

L3L4: network-level metrics



● ✌ Rich information
○ HTTP/GRPC: methods, response codes, request times…
○ Other protocols: Kafka, Redis, SQL…

● 󰜅 Need to implement explicit support to any new 
implementation of a protocol

● 😭 Relies on internal implementation details that can change 
with time

L5L7: application-level metrics / traces



Instrumenting 
Kubernetes 

Applications with 
eBPF



Kubernetes cluster architecture

Node

Kubelet kubeproxy

CRI
Linux Kernel

Pod

Pod
Pod

Node

Kubelet kubeproxy

CRI
Linux Kernel

Pod

Pod

Kubernetes control plane

Api serverscheduler

Controller manager

Deployment

DaemonSet

Deployment
ReplicaSet

DaemonSet

Beyla
DaemonSet

Beyla 
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Beyla 
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What Beyla directly sees

Linux Kernel

Process Process
Process Process

Beyla Library

● Command name
● Process ID (e.g. 12145
● Host Name
● …



What users actually need

Linux Kernel

Process Process
Process Process

Beyla Library

Deployment

Pod

container Pod

proc

Daemonset

Pod

proc Pod

proc

Pod

proc

StatefulSet

Pod

proc

● Pod name & metadata
● Node name
● Deployment/DaemonSet/ReplicaSet name
● Kubernetes Namespace

container

container

container

container
container



The Journey from a 
PID to a Pod



Matching processes with Kubernetes metadata
⚠ No direct mapping 
between host:pid and 
K8s metadata

Beyla/proc FS

eBPF 
probes

Kube API

OS-level process 
metadata & 
runtime metrics

Application-level 
runtime metrics

Pods metadata



Playing in god mode: PID namespaces

Kernel
PID NS 1

Container 
Runtime
PID NS X

Pod

PID NS Y

Process

Same process, 
different PIDs 
depending on the 
POV

PID 23945

PID 1245

PID 1

Beyla eBPF 
probes

Beyla deployed 
as DaemonSet
(hostPID: true)

Beyla deployed 
as sidecar 
container

(hostPID: false)



Matching all together

PIDs

⚿ local_pid_namespace

container_id

Pods

⚿ container_id

pod_name

pod_namespace

node_name

*owner

other metadata…

Beyla user-space 
process discovery

/proc/<pid>
/proc/<pid>/ns/pid
/proc/<pid>/cgroup

Kubernetes API

Informers

Application span

⚿ pid_namespace??

protocol

client

server

method

response

size

etc…

eBPF 
probes



Getting the PID as seen by Beyla
● u64 bpf_get_current_pid_tgid()

○ Returns the PID as seen from the Kernel Namespace: 1 ! PID as seen from Beyla

● struct task_struct* bpf_get_current_task()

u32 tgid
struct nsproxy *nsproxy
struct task_struct
            *group_leader
struct pid *thread_pid
...

task_struct struct pid_namespace
    *pid_ns_for_children
...

nsproxy uint level
struct ns_common ns
...

pid_namespace

struct upid numbers[]
...

pid
nr: 1 ns*
nr: 234 ns*

nr: 323 ns*

[0]
[1]

[level]

Outmost 
namespace

Pod-level 
PID NS



The journey of an application trace

eBPF 
probes

host_pid
user_pid
user_pid_ns
prototype
request method
request response
request URL
etc...

host_pid
user_pid
user_pid_ns
prototype
request method
request response
request URL
server hostname
k8s_pod_name
k8s_owner_name
k8s_namespace
etc…

K8s 
metadata 
decorator

OTEL 
metrics 
export

OTEL 
traces 
export

Prom 
metrics 
export

… …

service 
request



Demo time!

Load 
Generator Frontend Backend Worker

Worker

Worker



Minimal Beyla configuration



Minimal Beyla configuration



https://docs.google.com/file/d/1JAIHsEpzccUZTh0-QfAs5Co8dpLahaQz/preview


OSS Community: a core principle

🔗
https://github.com/open-telemetry/

opentelemetry-ebpf-instrumentation



Thank you and 
keep in touch!

Mario Macias
Staff Software Engineer 

● Grafana Beyla
○ https://github.com/grafana/beyla
○ #beyla channel in grafana.slack.com

● Opentelemetry eBPF Instrumentation (OBI)
○ https://github.com/open-telemetry/opentelemetry-ebpf-instrumentation
○ #otel-ebpf-instrumentation channel in cloud-native.slack.com

https://github.com/grafana/beyla
http://grafana.slack.com
https://github.com/open-telemetry/opentelemetry-ebpf-instrumentation
http://cloud-native.slack.com


Backup slides



External traffic: Reverse DNS
$ ping -c 1 golang.org
PING golang.org (142.250.185.17): 56 data bytes
…
$ nslookup 142.250.185.17
…
17.185.250.142.in-addr.arpaname = mad41s11-in-f17.1e100.net.

Instrumented 
App DNS server

Dst port: 53
Name: 

golang.org

Src port: 53
Name: 

golang.org
Data: 142.250.185.17

network_flow_bytes{
  …
  
dst_address=”142.250.185.17”,
  dst_name=”golang.org”,
} 1357



Trace context propagation
HTTP
● Traceparent header

gRPC
● Metadata header

Instrumentation SDKs 
need to explicitly read 
it from inbound 
requests and inject it 
in outbound



HTTP context propagation
eth

ip

tcp

HTTP attributes

HTTP payload

GET / HTTP 1.1

eth

ip

tcp

HTTP attributes

HTTP payload

GET / HTTP 1.1

eth

ip

tcp

HTTP attributes

HTTP payload

GET / HTTP 1.1

Traceparent:

BPF_PROG_TYPE_SK_MSG

BPF_PROG_TYPE_SCHED_CLS

👎 
TLS



IP context propagation
eth ipv4 tcp payload eth ipv4 tcp payload

ipv4 
option

s

bpf_skb_adjust_room

5fe865607da112abd799ea8108c38bcd 00 4c59e9a913c480a3 01

TraceID SpanID FlagsVendor
Info

0x88 5fe865607da112abd799ea8108c38bcd16

Option ID 
StreamID

Length

0x00

Traceparent Padding

Egress

5fe865607da112abd799ea8108c38bcd 00 123456789abcdeff 01

TraceID SpanID FlagsVendor
Info

0x12345678 0x9abcdeff

TCP len TCP ack

Ingress



L5L7: joining pieces
Time Source Event

… … previous stuff … 

12 Socket (kernel) Connection start (ports 53672→443)

13 Socket (kernel) Connection start (ports 56380→8080)

15 Socket library Response Body: “HTTP/1.1 200 OK\n ….”

17 TLS library Request Body: “GET / HTTP/1.1\nHost: …”

17 HTTP library Request Body:  “POST /users/1234/product HTTP/1.1\nHost: …”

22 Socket library Content: “(binary stuff) SELECT * FROM Users WHERE….”

23 Golang HTTP 
uprobes

Request Body: “GET / HTTP/1.1\nHost: …”

… … more stuff … 



L5L7: joining pieces
The easy way: classic web servers

Time Threa
d ID

Parent 
Thread

Source Payload

100 1 … connect src/dst address/port, etc…

110 123 1 sock_send GET /users HTTP/1.1
Host: kube-service.ns
User-Agent: …

115 accept src/dst address/port, socket fd…

130 321 888 sock_recv (binary stuff…)

143 123 1 sock_recv HTTP/1.1 200
content-type: text/html; etc…

147 123 1 sock_recv (more stuff…)

116 321 888 sock_send (stuff…)

118 123 1 sock_close

● Client-Side request
● HTTP protocol
● GET /users
● Request payload size
● Status 200 OK
● Response payload time
● Total transaction time



Playing in hell mode: modern async servers

L5L7: joining pieces

Image source: 
https://tech.utugit.fi/soft/tools/lectures/dtek2054/2022/events/eventloop/ 

https://tech.utugit.fi/soft/tools/lectures/dtek2054/2022/events/eventloop/


Playing in hell mode: modern async servers

● Need to hook on implementation-dependant functions
○ Go standard http

■ Maintain a tree of parent/child goroutines

○ Node.js

■ Maintain a tree of parent/child async Ids

○ Kafka

■ Maintain a tree of pointers to message handlers

L5L7: joining pieces

Library/framework update
→

Your instrumentation might get broken


