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« Cross-availability zone (AZ) data transfers regularly
account for at least 25% of the public cloud users’
production cost

« Cloud vendor reports lack the granularity of information to
tell which pods or workloads are responsible for the
elevated cross-zone traffic

« We'd like to improve our bottom line, by cutting down on
these costs

* We'd like to do this with as little effort as possible
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* No need to rebuild your code

* No need to redeploy your services
* Native performance (eBPF JIT)

« Safety (eBPF pre-verification)

* eBPF = "magic’
* Requires API-level knowledge of instrumented targets
* Requires binary-level knowledge of data

 eBPF programs are limited in size and functionalities
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Grafana’s approach to zero-code automatic
iInstrumentation and network monitoring

Metrics:

e Dbeyla network flow bytes (L3-L4)

e beyla network inter zone bytes (L3-L4)

e Application-level metrics (L5-L7, OTEL spec)

o HTTP/s, gRPC, Kafka, Redis, SQL...
Traces:

e L5-L7 application-level traces (OpenTelemetry)
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- Protocols (HTTP/Protobuf...)
- Payloads
Method calls

Uprobes (exec)

L7: Application

L6: Presentation . Return codes
Uprobes (libs) SQL sentences
. etc...
L5: Session
- Hostnames
Kprobes - Connection status

L4: Transport

Traffic Control / L
L3: Network eXpress DataPath Ifaces, ...
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C, Rust, Python...

L7: Application Uprobes (exec) L7: Application

Uprobes (exec)

L6: Presentation Uprobes (libs) L6: Presentation

L5: Session L5: Session

L4: Transport L4: Transport

Traffic Control / Traffic Control /
L3: Network eXpress DataPath L3: Network eXpress DataPath
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* Application level data and application level protocols
* Low level network data
* This is where we’ll focus today

 We'll look into how data enrichment of the network data
can lead to meaningful optimisations and savings
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Packet events captured by Linux Traffic Control

Time SrclP Src Port  DstIP Dst Port ...other... |Payload Length
100 110.0.0.4 54200 10.0.0.23 80 123

101 10.0.0.4 54201 10.0.0.36 3361 234

102 10.0.0.33 80 162.168.1.12 50342 322

103 110.0.0.4 54200 10.0.0.23 80 1234

102 10.0.0.33 80 162.168.1.12 50342 101

103

beyla network flow bytes{
src_ip="10.0.0.4", src_port="54200",
dst ip="10.0.0.23", dst_port="80"

} 1357
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e ¢/ Robust: Based on stable APIs and standard binary
representations (TCP, UDP, IP... packets)

e 2 Basic information
o Sorce/Destination endpoints and ports
o Packet count
o Bytes sum



Enrichment of the network data
(Kubernetes and beyond)
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beyla network flow bytes{
src_address="10.0.0.4",
src_port="54200",
dst_address="10.0.0.23",

dSt_port=”80”
} 1357
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beyla network flow bytes{
K8s_src_owner="frontend”,
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K8S_src_namespace="app’
k8s dst_owner="database”

k8s_src_namespace="storage”
} 1357
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Subscribe:
Kubelet - - Pods
| N - Services
\ \ Nodes
\ |
Get updateS'\\ L
_ Create S o KubeAPl | _ Maintains
- Update GoClient [~ =< 77 = ==~
N
- Delete N
\
\
\
\

IP — Resource
in-memory map

Process ID — Resource
in-memory map
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S ping -c¢c 1 golang.org
PING golang.org (142.250.185.17): 56 data bytes

S nslookup 142.250.185.17

17.185.250.142.in-addr.arpa name = mad41s11-in-f17.1e100.net.

I Dstport: 53 |- — _ _ _
il Name: golang.org “=A
Instrumented DNS server
App
Sre port: 53 ; network_flow bytes{
Ve ] Name: golang.org | | _ _ _ _ - - — —
Data: 142.250.185.17

dst_address="142.250.185.17",

A eBPF

} 1357
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Traffic between Cloud Availability-Zones is another label
In the enriched data

Pod Node
[?] uid o?] name
name IPs:[...]
namespace labels:
IPs:[...]
containers:

- hame

_ image beyla network flow bytes {

- container_ID src_zone="...", dst_zone="...",

o }
beyla network inter_zone bytes {
src_zone="...”, dst_zone="...",

}
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Attributes of Beyla metrics %

For the sake of brevity, the metrics and attributes in this list use the OTEL dot.notation. When using
the Prometheus exporter, the metrics use underscore_notation.

https://grafana.com/docs/beyla/next/metrics/

In order to configure which attributes to show or which attributes to hide, check the attributes -
> select section in the configuration documentation.

2{ Expand table

beyla.network. flow.bytes client.port hidden beyla.network. flow.bytes kBs.src.owner. type hidden
beyla.network. flow.bytes direction hidden beyla.network. flow.bytes Kisisreikype hidden
beyla.network. flow.bytes dst.address hidden e e P e Tk hidden
shown if the cidrs configuration section

beyla.network. flow.bytes dst.cidr axiste beyla.network. flow.bytes src.address hidden
beyla.network. flow.bytes dst.nane hidden shown if the cidrs configuration section

beyla.network. flow.bytes src.cidr exists
beyla.network. flow.bytes dst.port hidden

=R (only ' beyla.network. flow.bytes src.name hidden
beyla.network. flow.bytes hidden
Kubernetes) <

beyla.network. flow.bytes src.port hidden

beyla.network. flow.bytes iface hidden
src.zone (only hidd

beyla.network. Flow.bytes k8s. cluster .nane shown if Kubernetes is enabled EeVRpeROiRe AT bES Kubemnetes) oar)
beyla.network. flow.bytes k8s.dst.name hidden ORI T P & B hidden
beyla.network. flow.bytes k8s.dst.nanespace shown if Kubernetes is enabled . )

Traces (SQL, Redis) db.query. text hidden
beyla.network. flow.bytes k8s.dst.node.ip hidden
beyla.network. flow.bytes k8s.dst.node.name hidden

NOTE
beyla.network. flow.bytes kBs.dst. ouner . type hidden The beyla.network.inter.zone.bytes metric supports the same set of attributes as
o T A LTS e hidden beyla.network. flow.bytes , but all of them are hidden by default, except kss.cluster.name,

beyla.network. flow.bytes
beyla.network. flow.bytes
beyla.network.flow.bytes
beyla.network. flow.bytes

beyla.network. flow.bytes

k8s.dst.owner .name

k8s.src.name

kB8s.src.namespace

k8s.src.node.ip

k8s.src.owner.name

shown if Kubernetes is enabled

hidden

shown if Kubernetes is enabled

hidden

shown if Kubernetes is enabled

src.zone and dst.zone.
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» Choosing what you need is important

attributes:
select:
beyla_network_flow_bytes:
include:
- k8s.src.owner.*
- k8s.dst.owner.*
- src.zone
- dst.zone
sgql_client_duration:
# report all the possible attributes but db_statement

include: ["x"
exclude: ["db_statement"]
http_*:

# report the default attribute set but exclude the Kubernetes Pod information
exclude: ["k8s.pod.x"]
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sum by (cluster, src_zone, dst_zone) (rate(

beyla_network_inter_zone_bytes_total{src_zone!="", 6 dst_zonel=

}[$__rate_interval]))/2

Graph ’Lines Bars Points Stacked lines Stacked bars

20 Mil
17.5 Mil

15 Mil Four figures per
12.5 Mil
year

10 Mil
7.50 Mil
5 Mil ’
2.50 Mmil
0

09:00 09:05 09:10 09:15 09:20 09:25 09:30 09:35 09:40 09:45 09:50 09:55
== {cluster="dev-us-east-0", dst_zone="us-east-2a", src_zone="us-east-2b"}
== {cluster="dev-us-east-0", dst_zone="us-east-2b", src_zone="us-east-2a"}
== {cluster="dev-us-east-1", dst_zone="us-east-2a", src_zone="us-east-2b"}

== {cluster="dev-us-east-1", dst_zone="us-east-2b", src_zone="us-east-2a"}
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topk (3, sum by(k8s_src_owner_name, k8s_dst_owner_name) (
beyla_network_flow_bytes_total{
cluster="dev-us-east-0",

dst_zone="us-east-2a", src_zone="us-east-2b"}))

Table

Time k8s_dst_owner_name k8s_src_owner_name
2025-05-28 10:07:44.710 L R I S wodle 0w
2025-05-28 10:07:44.710 e swenld caew el

2025-05-28 10:07:44.710 el W W L

Table Raw

Value

135336419

16909359

9060718
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O open-telemetry / community Q + ~

<> Code () Issues 97 §9 Pullrequests 2  (») Actions [ Projects 4 @ Security

[Don "

instr 106

https://github.com/open-telemetry/
Q opentelemetry-ebpf-instrumentation |..

e assigned

Labels
Grafana Labs would like to offer the donation of Beyla to the OpenTelemetry

project. area/donation

Beyla is a mature eBPF-based auto-instrumentation tool for OpenTelemetry o
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Thank you and keep in touch!

Mario Macias Nikola Grcevski
Staff Software Engineer Principal Software Engineer

e Grafana Beyla
o https://aithub.com/grafana/beyvla
o #beyla channel in grafana.slack.com

e Opentelemetry eBPF Instrumentation (OBI)
o https://qithub.com/open-telemetry/opentelemetry-ebpf-instrumentation
o #otel-ebpf-instrumentation channel in cloud-native.slack.com



https://github.com/grafana/beyla
http://grafana.slack.com
https://github.com/open-telemetry/opentelemetry-ebpf-instrumentation
http://cloud-native.slack.com

Backup slides
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Kube-Proxy
Kubelet
Container Runtime
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Kubelet

source: Hands-On Cloud-Native
\ Container Runtime Jl Applications with Java and

Quarkus by Francesco Marchioni




